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An Efficient Group Signature Scheme Based on Factorial
Decompose Theorem of Polynomial with Factors in Finite Field

ZHANG Xing-lan
(College of Computer Science and Technology , Beijing University of Technology , Beijing 100124, China)
Abstract: Based the factorial decompose theorem of polynomial with factors in a finite field, a new group signature schemes is pro-
posed. The solution is efficient in that it needs no communication between group manager and member, and the member’s key is

not need to change when the group manager adds or excludes the group members. The signing is same as a normal signature, and
the computational cost of verifying is independent of the number of the revoked members. At last, the security is analyzed under

factorial decompose theorem of polynomial and discrete logarithm problem assumption.

Key words: factorial decompose theorem; group signature; member revocation

1 5§

AR , AAT T B A A T 22 B S 24 T
FOOCER(1 R T — R T b BRI A 5 A0 R Y
HEATR ZTREMTHEABEENITRE SR
e, BARIE T 4808 RS 0 A 2t R TR SR B
BEMAERES BEHAE TRREELE TR
H—FETRER. HAh, MBS MR T R T S SUR
HORL PR th ) OB

HAl, — 2L ANBELE TR RS A
WE. CFETARE ST e 2R T —Fr
R R AR R R E T IR AT REITEZ
2 S 2 T REVFR R, AMGUIR T B A — ek

WA 2009-02-03; EEIBH: 2009-05-22

THEABEEE SHARSMEMRX NS, T EK
RAEEFEHIRER TR EZMITE R REMEGRM. 5
SCHR[ 1] LA B Hob sk SCER (3 46 EE , SCHP I 7 R
BTREHE AT R AEAREE S, W EBRHE TR
FHASRAZRNZ2XEERE.

2 ETARBESHASBEBHIBHERT
S

AR 2T EE: ARE F, EM—T
LA EME—HF R Hr.

(1) REMEL

BB TR A B R O BRI MRS p.q. H
2l < p< 2,512 L <<1024.q | p~1,H2Y

EEWMA: BR“/ANZ"IH T E (20064A012440) ; B K “ -t =" 1+ R 30 8 (2007CB311100) ; 36 &2 1 BH H it #I30 H

(Z07000100720706)



164 BB T EHEM

2010 4F

<qg<2® HETtg=hr"""mod p,1 < h<p
-1,H g # 1 mod p. B P; EHFEK ELGamal FI20FA
Ry ), H y, = g5 mod p. ATHIE & BHLFA
H,IHEFRE LA T RFFHEZ. T HREE,
YIETERE p FERIBEAERE < g > AT, H A—1
AR I 5 6] BRI

(2) BAHBAER

HEREENSEE— 1388 c 2, ,KE Z,,H
AAETR g(x) € F(z) AI—MEAKHRETFE
{Py,Py,, P}, i1 E a = ¢ mad p,f(z) = K+

(1T () ~ 5 mod ) Imodd ). i, BEEF SR

SV RN GCOBEEHEY a, 0 FfB at + g =1,F
R at=1mod q. BERE HHAH (e, f(2),K),
REREEH a.

(3) BAIEFHHF=4

B P itE o = o mod p, BHE f(e;) mod g =
K. IR WAL, P T o, HEAWBHES.

(4) &4

PitE r=d*mod p,s = b Wz ~ vh(m)),H
Bom BEZAA(m,r,s).

(5) BiE

HE o« = ra™ mod p,BE f(a’;) mod g =
K BERL, BB E A AR, BN, B4 T

(6) 1TF

MTEBMBEL, BEHARAIITE o« =
7a™™ mod p,y; = (o) mod p MAHERA S
#r.

(7) FBREIMA

BR U,,m > n A, BEEER f(2) BHFH
K+ [(f(x) = K)(z — 3, mod p)]Jmod g.

(8) BLAMER

WERE S U, HEBRER () FEFHI K +
[(f(z) = K)/Xx - 3 mod p)]mod g.

M EHEE SR ER: RAMASRPHAT
BB NEELS, NMTEREHE G A R 2 MARE
5 ; B A MA B LB, FEBERAAE
EHEH HOCHES BB ENRIEB S SHRA T
BB BRI E.

SRTI , BEE BELR B8 B R3S 0, TE AR 2 T K
WECHBEZ I B LR &S5 E , AR
BOR/NFREESEHKE. WA, B K B4 kR
IHEBRIREAE 4 77 SR 5 B LA S N Bk s AL 798K

HEE , TS5 R A A RO R T LS5 MR B B B
KEARER, X R E X TR AR E, —
R TR K, T B AR R 9 0PT BB
MEFHE X F— 2R 5, ERAR— RN

- AR, TR BALRZAFIN.

3 REMLSH

1 BSZ BRI b 8 FEAR MO B S L TR AL
R EFERI R 4 S (D IEBHE - FERRTE
ML BIEA R, ITAELR ERIRERELEN
B3 B T2 e ; ) B4 P F—1MR
EHEHER , BEEAREHE 2 H B ZE w1 Bl
Gy RRG P g (3) AT ERER M . B A RB R AE
B> GM AR R H G 84, 38 GM a LU
AH B EHEARRES H— 82 MIER; (4) TR
FEW RN RABREERENER , BTFAES
H—MEHRAEZR A ER T HE S BT BZE
LR EAT A RS A T RN T2,

EE 1 WMEEGEBERZHITIH, WK
JEIERYE.

LB a = ¢ mod p, W o™ = 3 mod p. Hilk,
FEE IR RO E A BUR R MBER 2 — 2 T LUE T
WE.TE, i at mod ¢ = 1, BB AN AT FERE
HaltB(e) = (H) =y mod p = 3. B, HR
A IE B M B

EE2 WNT - REAERNES fTHEE—
A R EE R E G0, B 0 R AT IR

UEH : AR —etk, BIEEFARRE GM A
FIEFE 2 A, NTIASBEFEAR A IR B R . %
F—NEREZ (m,r,s), 3 F o = 727 med
2, H fla) mod ¢ = K o7, A RER_E £
BME—EH, o BRE—HAEH. XEHN o = 3 mod
pHiar=1mod ¢, (a;)* = () =) mod p =
i JRAL, BT AT ] $8 7 B 5 B 153 E40IE B 2 P LA 3%
.

EE3 TEEMWMBBET, FEWBERRE
‘E;E.

ZREFEH LT 3405|3015,

SIE1 TEEBIHEIRT . SANZ TR
ETBARA z; BMGEIHTHTRPER.

TEBE MERIER S ML £, 2 € Z, . HE
r = & mod p, IR H(m) MEHXT s iRk =
x —rH(m) BEEF s B BB R T , AR



3 FRIG2E  — R TR RIS E ST 0 e A TR 165

BEWAE, (r,s) SETREL (m,r,s) FH(r,s)
BT RI X 501

32 MARENEL ARG S — 8
B2

HEBH AR —R b, R B R RMEA R . T
WEBA: GnARET A R AR tH— 3T 24, AT LA
&R B R s RO B

WECFA] LA ) 25 44 Oracle, 158 ¢, A %
% JBANA]FIAfR TS Oracle. LA, 70 R E F 7T LA 15
AL (e, rys) 818 o = re™ mod p B
SFETER I ATEA R TR o o
= 20T mod p. TR, WEEBARETT « B{E -,
MiE— N — G B = P mod p, i g =
a’la_rH(m) mod p. BN = P tm) mod p,iET A
B A,BBLATLIREA TR 8 = » mod p.

33 BHEERRARERARNES.

WEEH X3 FARBS g A R B, I THIAE H WY
TR x; (BAEA BRI T e — P e B 551
T TREEMERL (o), o) Z K, HH a; =
o mod p. FIARYES B 1 FI5 |38 2, B AL N REAS:
HEBHES .

EIE 4 HFEIHSWEESNE BARHEEAAX

W — M EEHENE 4, B THRAN S 5
WE a; = yimod p, f(e;) = K. TEESEOWEE) iR 5%
TLERBEERA SN, B AFARERIB R 9 B 125
BABE, A TREE B RS A AR R R IS, 5 F
AT LAANE P [R) A 28 45 TR A A 1 ) — > B P 48
ENAS = TR N B s N IS S
4 MHEESHT

ROCH BB, OM 5 — AR RS,
1% GM FIRL R & BT AR B ORIATME. /M
FE, GMIHEA KR Bz B FE TR Z, &
HZIAFIL N E R . A NELE L 5T
HZEAFE MR MRIEIES T - REMATTHE K
FRIG AR A M. (HR, SO i RIS IR B A K&
XHERL3) HE, FHAN AR FEITE 2T
HAHUE, SR (1] HFR/ATRR — P —KFERK
BEmp. SRV, AR TP EHBARNECHEHWBEL TR
HLS) GM 7R B R B A X RSA B4 —
MR IFHTFELE GM HUE R 2 (Bl &4l iE .
AT S, AT ER T GM H 8 7 38 IR AT

5 MATRERAMERE Z M@y Z2EHE, I
BAEMGMAFRH)G , SERA NS S EAEAT
BRZEH . W E B EUEE, M RoRERHE
B/, P FrARE BB, En HNEZE.
IR R R B B AN B, TP TR 5 X

HR(3 L T RMTERE A L2 1.
£1 XPAFREXE[3] AREEEELLR
PR SCHR[3]
GM WM TTE nE + 1P nE + 1P + nEn
BRHY 1E 1E
IHEE 2E+ 1M + 1P 2E + 1M
5. BRiE

SRR AT TR L Tk S e — s T
TR (R B I 5 M —PEBRAE T L B
BRI, I3 B B PRI, 2
BRI R TR BT R T REE 4 TR I
TR R P 01 B I O BRI , T L
T L EHR MR E e E, 75 B A K R
T A0 Bl 5 4 A9 B B O B AT R R R AT A
f0, PR R AR T W — ST T O BB 2 T R
5 DS HIB T VORE 4 T S B LT OB R 5
A BIBHIE 455 GM B0 IE 4R SO 27 T B 4 T
AT B0 B T 5 O R 1A BT 5 TR E 4R
B A SIS s T B2 . B, SO
IR TR T SCRRI3], F RS TR £ R
LB AR A |

I ACIT SRES 4, 07 8 8 2 IR 805
B, S A TR A A A B
DR

SE0Hk:

(1] BREX, ¥BE, TER. % —FMETPEHAHKTHY
BRI, BTER, 2004, 32(7): 10621065,
[2] Li Jun, Cui Guohua, Liu Zhiyuan. Cryptanalysis and improve-
ment of a group signature scheme[ J]. ACTA Electronica Sinica

2007,35(4):778 — 781.

[3] Wang Fenghe, Hu Yupu, Wang Chunxiao. An attack and im-
prove of a group signature scheme based on chinese remainder
theorem[ ]]. Journal of Electronics & Information Technolo-
gy, 2007,29(1):182 - 184.

(F#% 169 ®)



3

Tp3 , S — T EL P Dl AR A T R YR L T i ) L 169

AR L AS T, CRX T HE 2.5V/5V
XL ER, 5 L TR A S B B R R B B R SR R Y 2.5V
5V XU TR R B R TE T, BT
MOS B HWIERE 5B KERE T HEHAR
EHERR, BT AR E A T UrE MOS a8 i e E 5
FEEFA MOS SRS B iR B v Rt b BT
BRHTERR; A8, SRR AT T W B B 7E 100Mbps 5
HEETRNERSIRE HERNE 1 in. 4O
FIORKFEMESERER 2.5V/5V IR BB R
A%, QF/AHEL 2.5V/5V XU YR B R H B % e
RI1AUUE S, HR 2. 5V/5V DU J5 A 3 i B
TEMEA R (Dh#RE =5 m AL TR R EM & A
B 2.5V/5V UUHL R Py Y e s

%1 FRABMERKEN 2. 5V/AV NEEEERHB%
SEHE 2. 5V/5V TR E R E H R BRI e

) @
A SR E BT (1m) 841.5  79.5
A BT AR R () 385.385 197.625

FAFER T, (ns) 318 2.34

FER B OAER 1 MERIER T, o(ns) 2.47  2.54
1172859 0 B RIEE Ty, g (0s) 3.8  2.17
TFE(mW) 27.6  26.3

4 HEIEF

XHEET 0.25pm FrsE CMOS LZ, i —FpHr
A 2. 5V/5V XU P H, e Har o B B KRB 0~
2.5V HNEME SR NVIBIE R 0~5V W HFES.
A o B B U R R O 2. 5V I AR MOS 8%
4, i 5 E 46 SV BLE T %A MR Helal & . AH X

TRABMESEREN 2.5V/5V B B B R 4 8
BE, XHRBAFHE 2.5V/5V W EB EHH
LB B PERE

S 3Mk:

[1] Sott R S, Dumin N A, Hughes T W, et al. Properties of
high — voltage stress generated traps in thin silicon oxide[ J ].
IEEE Trans. Electron Devices, 1996,43(7):1133 —1143.

[2] Iwai H, Momose HS. Ultra— thin gate oxides — performance
and reliability[ C]// ITEDM. Tech. Dig. USA:San Francisoo,
1998:163 — 166.

(3] &7, xlMsE. CMOS B SR ThRE A 2R AL 1].
i T 5L, 2008,25(1) 1133 - 135.

(4] Z=Me, 2. MR CMOS T EH5E[]]. B T¥ Yy
HEL,2005,22(11):5-7.

[5) Sanjay Dabral, Timothy Maloney. Basic ESD and 1/0 Design
[M]. New York: Wiley, 1998.

[6] Annema A ], Geelen G, De Jong PC. 5.5V1/Qina2.5V

~ 0.25um CMOS technology[J]. IEEE J. Solid - State Cir-
cuits, 2001,36(3):528 — 538.

[7] Uyemura J P. Introduction to VLSI circuits and systems[ M].
New York: John Wiley & Sons, Inc, 2002.

[8] Fotty D. MOSFET modeling with SPICE[ M]. Boston: Pren-
tice Hall Publishers, 1997.

fEE®Ir:

#F 8 55,1983 ), Wt MR IEANEHERBKIRIT.
REM FB,(1968 - ), R, WA I AR TR Soc
PR SRR TR E AR .

XMFE 5,(1957 ) WA A B4 BT BHR T E R
BRI HAR S Soc.

(L% 165 1)

[4] Lu Rongbo, Xuan Hengnong, He Dake. Cryptanalysis and im-
provement of a group signature scheme[ J]. Journal on Com-
munications, 2007,28(4):10-12.

[5] Zhang ] H, Wu QH, Zou ] C,et al. An efficient group signa-
ture schemel J]. Acta Electronica Sinica, 2005,33(6) : 1113~
1115.

[6] Bellare M, Shi H, Zhang C. Foundations of group signatures;
the case of dynamic groups[ C]// CT — RSA 2005. Berlin:
Springer — Verlag, 2005:136 — 153.

fEEEN:
K2 2%,(1970 - ), 184, BIER. AT ARR L E.



